RELAY DEVICE bv ^j^L^KkJL^ 

Background of the Invention 

5 [0001] 

Field of the Invention 

The present invention relates to a relay device, and in particular 
to a relay device which load balances or provides redundancy. 

Recently with developments of communication technology, 
10 information transmitted includes voices, static images, video contents, 
and the like, in which such a multimedia traffic transmission requires 
a high reliability. In order to secure the high reliability, the 
redundancy and the load balancing are important in a network. 



15 [0002] 

Description of the Related Art 

Fig. 11 shows a network using prior art relay devices 110_1, ••, 
and 110_n, which forms a group of them (hereinafter, occasionally 
represented by a reference numeral 110) connected to the same 
20 transmission line which connects a communication device 200_1 to a 
communication device 200_2. 
[0003] 

Each of the relay devices 110 is provided with a mutual monitor 
functional portion, a redundant reception functional portion, and a 

25 relay functional portion (not shown). Among these, the mutual 
monitor functional portion of the relay device 110_1, for example, 
monitors the states of the other relay devices 110 within the group. 
When determining that its own device has the highest preference 
(priority) within the relay devices 110 which are in a normal condition 

30 the relay device 110_1 notifies the fact to the redundant reception 
functional portion of its own device. 



1 



[0004] 

Based on this notification, the redundant reception functional 
portion receives a packet, and the relay functional portion relays this 
packet according to preset path information. 
5 In this network configuration, only the single relay device 110_1 

receives and relays packets during normal times while other relay 
devices 110_2-110_n assume an unavailable state. Namely, packets 
are concentrated on the relay device 110_1, and they can not be 
balanced with the other relay devices 110_2-110_n. 
10 [0005] 

Thus, since data (packets) to be relayed concentrate on a single 
relay device, packets which can not be relayed will result. Also, as for 
load balancing by a hot standby configuration, it can not be performed 
on the same communication path. 
15 Fig. 12 shows a network in which the load balancing is performed 

by arranging a load balancer 400 between a communication device 200 
and relay devices 120_l"120_n. 
[0006] 

Since the single load balancer 400 changes a transmitting 
20 destination based on a source address and a destination address of a 
packet, this network is not configured redundantly. 

Also, in the prior art duplex operation method for communication 
protocol processor, the communication protocol processor is connected 
to a control processor such as a switchboard, adopts a synchronization 
25 method by a flag pattern as a data link layer protocol, uses a 
procedure for communicating by a frame having a link identifier, has a 
duplex configuration, and accommodates a line into which a plurality 
of data links are multiplexed. This communication protocol processor 
is provided with first means by which an input side of each of the 
30 communication protocol processors from the line inputs the same 
frame to both systems and an output side of each of the 
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communication protocol processors in both systems to the line 
transmits the frame multiplexed, and second means by which only a 
transmission/reception operation is made an enabling/disabling state 
per data link by the control processor's instructions. By the second 
5 means, half of the data links accommodated in the communication 
protocol processor is made a transmission/reception enabling state, 
and the other half is made a transmission/reception disabling state in 
one system. In the other system, states of the transmission/reception 
operation are made so as to reverse the states of the above system. 
10 Thus, the duplex communication protocol processor is operated in both 
systems, and processing of whole data links is performed by load 
balancing (see e.g. patent document l). 
[0007] 

This case also requires the first means (frame multiplexer 23) for 
15 multiplexing frames and for transmitting the frame to the output side, 
and a control processor 1 for providing instructions to the second 
means. 

[0008] 
Patent Document 1' 
20 Japanese Patent Application Laid-open No. 6-37865 (pages 2-3 

and Fig.l) 
[0009] 

In the network shown in Fig. 11 using such prior art relay devices, 
although the network is redundantly configured, load balancing is not 

25 enabled, a load is concentrated on a single relay device, and data 
which can not be relayed will result. Also, in the network shown in 
Fig. 12, although the load balancer 400 is required for the load 
balancing, the network is not redundantly configured. Also, in the 
processor shown in the Japanese Patent Application Laid-open No. 

30 6-37865, the flame multiplexer and the control processor are required 
for the load balancing. 
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[0010] 

Summary of the Invention 
It is accordingly an object of the present invention to provide a 
5 relay device which realizes load balancing or redundancy of the relay 
device without providing a specific device such as a load balancer or a 
frame multiplexer. 
[0011] 

In order to achieve the above-mentioned object, a relay device, 
10 according to the present invention, among a plurality of relay devices 
belonging to a single group or divided into two or more groups 
comprises: a monitoring portion for monitoring states of other relay 
devices belonging to the same group; and a load balancing receiver for 
load balancing receiving packets with the other relay devices or for 
15 providing redundancy based on the states of the other relay devices. 
[0012] 

Fig.l shows a principle of the present invention, in which a 
plurality of relay devices 100_l-100_n (hereinafter, occasionally 
represented by a reference numeral 100) compose a single group. The 
20 relay device 100 is provided with a monitoring portion 30 and a load 
balancing receiver 10. The monitoring portion 30 monitors states of 
other relay devices belonging to the group to which its own device 
belongs. 
[0013] 

25 The load balancing receiver 10, based on a monitoring result of 

the monitoring portion 30 such that another relay device 100_2 is in a 
disabling state for relaying packets, determines packets to be received 
so that load balancing is performed with the relay devices 100 
belonging to the same group or redundancy is provided. 

30 Thus, it becomes possible to load balance the packets with the 

relay devices belonging to the same group, to provide the redundancy, 
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or to load balance and to provide the redundancy. 
[0014] 

It is to be noted that the redundancy can be realized not by 
setting all of the relay devices 100_l-100_n to relay the limit relayable 
5 packet amount, but by setting them to relay less packet amount than 
the limit with some margin (with redundancy). 

Also, in the present invention according to the above-mentioned 
invention, the monitoring portion may monitor whether or not the 
other relay devices are in an enabling state of relaying packets, and 
10 the load balancing receiver may load balance the receiving packets 
with the relay devices in the enabling state of relaying packets or may 
provide the redundancy. 
[0015] 

Also, the present invention according to the above-mentioned 
15 invention further comprises a group table preset, and the load 

balancing receiver may determine, based on the group table, whether 

or not to receive packets. 

Also, in the present invention according to the above-mentioned 

invention, the group table may allocate a preference and a weight 
20 indicating a degree of communication load to be accepted within the 

group to every relay device belonging to the same group, and the load 

balancing receiver, based on the preference and the weight, may 

determine receiving packets load balanced or for which the 

redundancy is provided. 
25 [0016] 

Fig.2 shows an arrangement of a group table 40, which shows a 
weight and a preference corresponding to each relay device. The load 
balancing receiver can determine packets to be received (i.e. packet 
amount) based on the preference and the weight. 
30 [0017] 

Also, in the present invention according to the above-mentioned 
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invention, the monitoring portion may be provided with a periodic 
transmitter for periodically transmitting a control packet indicating a 
state of its own device to an adjoining relay device belonging to the 
same group, and an adjoining device monitoring portion for 
5 monitoring the state of the other relay devices by receiving the control 
packet transmitted from the adjoining relay device. 
[0018] 

Namely, the monitoring portion is provided with a periodic 
transmitter and an adjoining device monitoring portion. The periodic 
10 transmitter periodically transmits a control packet, e.g. hello packet 
indicating the state of its own device to an adjoining relay device 
belonging to the same group. 

The adjoining device monitoring portion receives the control 
packet transmitted from the adjoining relay device to monitor the 
15 state of the adjoining relay device. 
[0019] 

Also, in the present invention according to the above-mentioned 
invention, when receiving no control packet transmitted from the 
periodic transmitter of the adjoining relay device, the adjoining device 

20 monitoring portion may determine that the adjoining relay device is in 
a disabling state of relaying packets, and the load balancing receiver, 
based on the determination result, may determine receiving packets 
load balanced with the relay devices in an enabling state of relaying 
packets or for which the redundancy is provided. 

25 [0020] 

Thus, the relay device can recognize the number of relay devices 
within the group. 

Also, in the present invention according to the above-mentioned 
invention, the control packet may indicate a preference of its own 
30 device and a weight indicating a degree of communication load 
accepted within the group. 



6 



[0021] 

Thus, it becomes possible to notify the preference and the weight 
of each relay device to the adjoining relay devices. 

Also, in the present invention according to the above-mentioned 
5 invention, the load balancing receiver may further be provided with 
an accepted load setting portion for setting an accepted load. 
[0022] 

Also, in the present invention according to the above-mentioned 
invention, the load balancing receiver may be provided with a packet 
10 receiver for receiving packets, a receiving algorithm setting change 
portion for changing a receiving algorithm of the packet receiver based 
on the group table, and a receiving algorithm setting portion for 
setting the receiving algorithm changed to the packet receiver. 
[0023] 

15 Namely, the load balancing receiver is provided with a packet 

receiver, a receiving algorithm setting change portion, and a receiving 
algorithm setting portion. 

The receiving algorithm setting change portion, based on the 
group table, changes a receiving algorithm of the packet receiver. The 
20 receiving algorithm setting portion sets this changed receiving 
algorithm to the packet receiver. The packet receiver receives the 
packet based on the set algorithm. 
[0024] 

Thus, it becomes possible to dynamically load balance the 
25 packets relayed or to make the relay device redundant based on the 
state of the relay devices belonging to the same group. 

Also, in the present invention according to the above-mentioned 
invention, the receiving algorithm may be an algorithm for relaying 
the receiving packets to a single arbitrary relay device so that the 
30 packets are load balanced with the relay devices belonging to the 
group or the redundancy is provided. 
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[0025] 

Furthermore, in the present invention according to the 
above-mentioned invention, the relay devices belonging to the same 
group may be connected to a same transmission line, and a same 
5 physical address or a same layer 3 address may be assigned to the 
relay devices. 

As shown in Fig.l, the relay devices 100_l"100_n belonging to 
the same group are connected to the same transmission lines 
300_l-300_m, and the same physical address or the same layer 3 
10 address can be assigned. 
[0026] 

It is to be noted that e.g. a communication device "m" uses a 
physical address "m" and a layer 3 address "m" as an address of a 
gateway, and communicates with the destination device of the relay 
15 device 100. 

Thus, the relay devices 100_l"100_n belonging to the same group 
can receive a certain packet. It is to be noted that any one of the relay 
devices 100_l-100_n relays the same packet, as described above, and 
the other relay devices discard the packet. 

20 

Brief Description of the Drawings 
The above and other objects and advantages of the invention will 
be apparent upon consideration of the following detailed description, 
taken in conjunction with the accompanying drawings, in which the 
25 reference numerals refer to like parts throughout and in which" 

Fig.l is a block diagram showing a principle of a relay device 
according to the present invention; 

Fig. 2 is a diagram showing a group table example in a relay 
device according to the present invention; 
30 Fig. 3 is a block diagram showing an embodiment of a relay 

device according to the present invention; 
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Fig.4 is a block diagram showing a network example composed of 
relay devices according to the present invention; 

Fig. 5 is a diagram showing an embodiment of a group table in a 
relay device according to the present invention; 
5 Fig.6 is a flow chart showing an operation example of a periodic 

transmission in a relay device according to the present invention; 

Fig. 7 is a flow chart showing an operation example of a receiving 
algorithm setting in a relay device according to the present invention; 

Fig.8 is a sequence diagram showing an operation example of a 
10 packet reception and relay in a network composed of relay devices 
according to the present invention; 

Fig.9 is a diagram showing an operation procedure example of a 
packet relay in a relay device according to the present invention; 

Fig. 10 is a format of a general IPv4 packet; 
15 Fig. 11 is a block diagram showing an operation example (l) of a 

packet relay by a prior art relay device; and 

Fig. 12 is a block diagram showing an operation example (2) of a 
packet relay by a prior art relay device. 

20 Description of the Embodiments 

[0027] 

Fig. 3 shows an embodiment of the relay device 100 according to 
the present invention. The relay device 100 is composed of the load 
balancing receiver 10, the relay portion 20, the monitoring portion 30, 

25 and the group table 40. The load balancing receiver 10 is provided 
with a packet receiver 50 for receiving packets, a receiving algorithm 
setting change portion 70 for determining whether or not to change 
the algorithm for receiving packets, a receiving algorithm setting 
portion 60 for setting the changed algorithm in the packet receiver 50, 

30 an accepted load setting portion 90 for setting a load accepted by the 
packet receiver 50, and a discarding portion 80 for discarding the 
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received packet. 
[0028] 

The monitoring portion 30 is provided with a timer 32, a periodic 
transmitter 33 for transmitting a hello packet (control packet) 800 to 
5 other relay devices 100 belonging to the same group at a periodic time 
designated by the timer 32, and an adjoining device monitoring 
portion 31 for receiving the hello packet 800 from the other relay 
devices 100 belonging to the same group. 
[0029] 

10 Fig.4 shows a network having the relay devices 100 shown in 

Fig.3 as components. In this network, the relay devices 100_1"100_3 of 
the present invention are arranged between the communication 
devices 200_1 and 200_2. 

Fig. 5 shows an embodiment of the group table 40 shown in Fig.3. 

15 Each relay device 100 of the network shown in Fig.4 is provided with 
the group table 40, which shows group ID's = "1", "1", "1", weights = 
"1", "2", "1", and preferences = "10", "20", "30", respectively 
corresponding to the addresses of the relay devices 100_1-100_3. 
[0030] 

20 The group ID is information for identifying a group to which the 

relay device 100 belongs. In the table 40, the group ID's of all of the 
relay devices 100 are "1", which indicates that the relay devices 
100_1-100_3 belong to the same group "1". 
[0031] 

25 The preference indicates a priority within the group, and the 

weight indicates a degree of communication load to be accepted within 
the group. 

It is to be noted that the same contents may be preset in the 
group tables 40 of all of the relay devices 100_1"100_3 belonging to the 
30 same group. 
[0032] 
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Alternatively, in an initial state, the ID, the weight, and the 
preference of only its own relay device 100 may be preset in the group 
table 40 of each relay device 100, while the ID's, the weights, and the 
preferences of the other relay devices 100 may be exchanged by e.g. 
5 the hello packet 800. 
[0033] 

Fig.6 shows a procedure by which the relay device 100 transmits 
e.g. the hello packet 800 to the other relay devices 100 belonging to 
the same group. This procedure will now be described. 
10 Step S10Q : The timer 32 starts up the periodic transmitter 33 (see 
Fig.3). 
[0034] 

Step S11Q : The periodic transmitter 33 notifies the existence of the 
relay device 100 itself (in the enabling state of relaying packets) to the 

15 other relay devices 100 by transmitting the hello packet 800. 

At this time, the periodic transmitter 33 notifies the ID, the 
weight, and the preference of its own device carried on the hello 
packet 800 to the other relay devices 100. The adjoining device 
monitoring portions 31 of the other relay devices 100 having received 

20 the hello packet 800 register the ID, the weight, and the preference of 
the relay device except their own devices in the group table 40. 
[0035] 

Thus, all of the relay devices 100 belonging to the same group 
can hold the group tables 40 having the setting contents shown in 
25 Fig. 5. 

Fig. 7 shows a procedure example of the receiving algorithm 
setting operation set in the packet receiver 50. This operation 
procedure will now be described. 
[0036] 

30 Step S200 - The adjoining device monitoring portion 31 is started up 
either by the hello packet 800 received or by the timer 32 at regular 
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time intervals. 

Step S21Q : The adjoining device monitoring portion 31 determines 
whether or not the state of the relay devices 100 belonging to the 
group has changed referring to the group table 40. Namely, the 
5 adjoining device monitoring portion 31 determines whether the relay 
device 100 has not received the hello packet 800 within a fixed time 
from the other relay devices 100 from which the hello packet 800 has 
been received periodically, or it has received the hello packet 800 from 
the other relay devices 100 from which any hello packet has not yet 
10 been received. 
[0037] 

The adjoining device monitoring portion 31 returns to step S200 
when the state has not changed, and notifies the fact that the state 
has changed, to the receiving algorithm setting change portion 70. 

15 Step S22Q : The change portion 70 changes the receiving algorithm 
based on the number of relay devices 100 belonging to the group and 
the weight set in the group table 40 or the weight newly set by the 
accepted load setting portion 90. This receiving algorithm will be 
described later. 

20 [0038] 

Step S230 - The receiving algorithm setting portion 60 sets the 
changed receiving algorithm in the packet receiver 50. 
Step S24Q : The packet receiver 50 receives a packet 700 based on the 
receiving algorithm set. 
25 [0039] 

Fig.8 shows an operation procedure of the packet reception and 
relay. This operation procedure will now be described. 
Step S31Q : The packet receiver 50 receives the packet 700 from the 
transmission line 300 (see Fig. 3). 
30 [0040] 

Step S32Q : The packet receiver 50 determines whether or not to 



12 



receive the packet based on the set algorithm. When it can be received, 
the packet receiver 50 transmits the packet 700 to the relay portion 20, 
and when it can not be received, the packet receiver 50 transmits the 
packet 700 to the discarding portion 80. 
5 Step S33Q : The relay portion 20 relays the packet 700 to be 
transmitted to a transmission line 300_m+l (see Fig.3). 
[0041] 

Step S34Q : The discarding portion 80 discards the packet 700. 

Fig.9 shows a procedure example of a relay operation of the relay 
10 devices 100_1-100_3 when the communication device 200_1 transmits 
packets addressed to the communication device 200_2 in the network 
shown in Fig. 4. This procedure example is determined by the receiving 
algorithm set in the packet receiver 50 shown in Fig. 7. 
[0042] 

15 Namely, at least one of the load balancing system and the 

redundancy system can be determined by the receiving algorithm set. 

The algorithm set in the relay devices 100_1~100_3 shown in 
Fig.9 is one for load balancing and providing the redundancy based on 
the ID of the packet. This procedure will now be described. 

20 [0043] 

Fig. 10 shows a format of an IPv4 packet 700. This packet 700 is 
composed of a header field 701 and a data field 702. The header field 
701 includes an ID 703, a source IP address 704, and a destination IP 
address 705 which are data identifying information required when the 
25 data divided into the packet 700 are restored. 
[0044] 

The relay devices 100_1"100_3 relay a packet selected based on 
the group table 40 shown in Fig. 5. 

The packet receiver 50 in each relay device 100 sorts entries in 
30 the group table 40 according to the preference based on the algorithm 
set. In the group table 40 of Fig. 5, the entries are sorted according to 
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the preference order (10, 20, 30) incidentally, and their weights are 
W(l)=l, W(2)=2, W(3)=l from the highest preference. 
[0045] 

The packet receiver 50 obtains the total weight AW=l+2+l=4 
5 within the group. 

The packet receiver 50 of the relay device 100_1 receives one 
kind of packet for which the following equation (l) is held assuming 
that the weight of its own device W(l)=l and the ID of the IPv4 
packet=ID. 

10 l=(remainder of ID/AW)+1 • • ♦ Eq.(l) 

Namely, the packet of (remainder of ID/AW)- '0" is received. 
[0046] 

The packet receiver 50 of the relay device 100_2 receives two 
kinds of packets for which the following equations (2) and (3) are held, 
15 since the weight of its own device W(2)=2. 

W(l)+l=(remainder of ID/AW)+1 • • • Eq.(2) 

W(l)+2=(remainder of ID/AW)+1 • • • Eq.(3) 

Namely, the packets of (remainder of ID/AW)="1" and "2" are 
received. Namely, when the ID's are set to all of the packets with the 
20 same probability, W(2)/AW=l/2 packets of all the packets are received. 
[0047] 

The packet receiver 50 of the relay device 100_3 receives one 
kind of packet for which the following equation (4) is held, since the 
weight of its own device W(3)=l. 
25 W(l)+W(2)+l=(remainder of ID/AW)+1 • • • Eq.(4) 

Namely, the packet of (remainder of ID/AW)="3" is received. 
[0048] 

Thus, the algorithm for relaying only the packet of the 
remainder of "packet's ID"/"4"="0" and for discarding the other packets 
30 is set in the packet receiver 50 of the relay device 100_1. Similarly, the 
algorithm for relaying only the packet of the remainder of "packet's 
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IB"/" 4"= "1" or "2" and for discarding the other packets is set in the 
packet receiver 50 of the relay device 100_2, and the algorithm for 
relaying only the packet of the remainder of "packet's ID'7"4"="0" and 
for discarding the other packets is set in the packet receiver 50 of the 
5 relay device 100_3. 
[0049] 

Step T10Q : The source communication device 200_1 transmits a 
packet 700_1 of the ID = "8 (remainder=0)". 

Steps T110 and T12Q : The relay devices 100_3 and 100_2 discard the 
10 packet 700_1. 

Steps T130 and T14Q : The relay device 100_1 relays the packet 700_1, 
and the destination communication device 200_2 receives the packet 
700_1. 
[0050] 

15 Step T15Q : The source communication device 200_1 transmits a 
packet 700_2 of the ID="13 (remainder=l)". 

Steps T160 and T19Q : The relay devices 100_3 and 100_1 discard the 
packet 700_2. 

Steps T170 and T18Q : The relay device 100_2 relays the packet 700_2, 
20 and the destination communication device 200_2 receives the packet 
700_2. 
[0051] 

Step T20Q : The source communication device 200_1 transmits the 
packet 700_3 of the ID="14 (remainder=2)". 
25 Steps T210, T240, T220, and T23Q : In the same way as steps T160, 
T190, T170, and T180, the destination communication device 200_2 
receives the packet 700_3. 
[0052] 

Step T25Q : The source communication device 200_1 transmits a 
30 packet 700_4 of the ID="23 (remainder=3)". 

Steps T280 and T29Q : The relay devices 100_2 and 100_1 discard the 
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packet 700_4. 

Steps T260 and T27Q : The relay device 100_3 relays the packet 700_4, 
and the destination communication device 200_2 receives the packet 
70CL4. 
5 [0053] 

Thus, the relay devices 100_1-100_3 respectively receive 1/4, 1/2, 
and 1/4 packets of all the packets corresponding to the weights (l, 2, l) 
by the load balancing. Namely, the packets 700_1"700_4 are load 
balanced within the relay devices 100_1"100_3 to be transmitted. 
10 [0054] 

It is to be noted that while the source of the packets is the 
communication device 200_1 and the destination is the same 
communication device 200_2 in Fig.9, another communication device 
200 can be set as the destination. 

15 Also, if an algorithm is set in the packet receiver 50 of each relay 

device 100 so that the packet 700 is transmitted at a permissible 
transmission capacity with some margin in comparison with a 
transmittable capacity of the relay device, when e.g. the relay device 
100_3 becomes unavailable due to the occurrence of a fault, the packet 

20 700_4 can be detoured to the relay devices 100_1 and 100_2 by 
changing the receiving algorithm of the other relay devices 100_1 and 
100_2. Namely, the redundancy can be provided. 
[0055] 

The operation when e.g. the relay device 100_2 becomes a 
25 disabling state of relaying packets, namely, when the relay devices 
belonging to the group- 4 1" are relay devices 100_1 and 100_3 will now 
be described. In this case, the total weight within the group 
AW=1+1=2. 

The packet receiver 50 of the relay device 100_1 relays only the 
30 packet of the remainder of ID/2="0", and discards the other packets. 
[0056] 
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The packet receiver 50 of the relay device 100_3 relays only the 
packet of the remainder of the ID/2="1", and discards the other 
packets. 

Namely, the relay devices 100_1 and 100_3 respectively relay the 
half of all the packets by load balancing as redundant devices of the 
relay device 100_2. 
[0057] 

As described above, a relay device according to the present 
invention is arranged such that a monitoring portion monitors states 
of other relay devices belonging to the same group, and a load 
balancing receiver load balances receiving packets with the other 
relay devices or provides redundancy based on the states of the other 
relay devices. Therefore, it becomes possible to realize load balancing, 
redundancy, or both of load balancing and redundancy by a plurality of 
relay devices in the communication between communication devices. 
[Q058] 

Also, since whether or not to relay packets is determined based 
on a group table preset, the packets can be easily selected. 

Furthermore, compared with the prior art method, the present 
invention provides higher redundancy, improves performance and 
reliability, and is more practical. 
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